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Today network model are related to veryToday network model are related to very 
different areas
◦ Information networks◦ Information networks
◦ Telecommunications
◦ Energy systemsgy y
◦ Distributed production processes
Modeling for the purposes of control and the g p p
development of control techniques for truly 
complex networks has become a major 
research activity over the past two decades.
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Spam
Denial of service attacksDenial of service attacks
Unauthorized intrusion
S li f i f iStealing of information
Fishing
Viruses and worms
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)(1 tq - queuing time

)( k t i l t)(tα - packets arrival rate 

)(tu routing policy)(1 tu - routing policy
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We consider two constraint types for modelWe consider two constraint types for model

Geometric constraintsGeometric constraints
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)(2 tq - attack power
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model

OMNeT++ model
)()())(()()1( tvtatubtqtq +++=+

80

100

position

50 100 150 200 250
step

20

40

60

Deterministic fluid model

)()())(( tvttuBq +α+=&

18.09.2009PMCCS 2009, Eger 12



Defense systemDefense systemDefense systemDefense system
UsersUsers

Network

ModelingModelingModeling 
environment
Modeling 
environment
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AttackerAttacker
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