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Abstract

In the case of quantum random number generators based on single photon arrivals, the
physical properties of single-photon detectors, such as time-tagger clocks and dead time,
influence the stochastic properties of the generated random numbers. This can lead to
unwanted correlations among consecutive samples.

We present a method based on extending the insensitive periods after photon detections.
This method eliminates the unwanted stochastic effects at the cost of reduced generation
speed. We calculate performance measures for our presented method and verify its correct-
ness with computer simulations and measurements conducted on an experimental setup.
Our algorithm has low complexity, making it convenient to implement in QRNG schemes,
where the benefits of having uncorrelated output intervals exceed the disadvantages of the
decreased rate.
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1 Introduction

Provably secure randomness is an essential resource for many applications like Monte Carlo
simulations or the cryptographic protocols of the present [1] and even the quantum crypto-
graphic protocols of the future [2]. Conventional pseudorandom number generators are based
on complex but deterministic algorithms, unavoidably leading to some undesirable deter-
ministic features in the long run. In contrast, quantum random number generators (QRNGs)
[3, 4] exploit the inherent unpredictability of quantum mechanical phenomena to provide a
provably secure entropy source. Optical QRNG schemes make use of the quantum nature of
light, leading to many possible architectures, such as generators based on the superposition of
single-photon paths [5, 6], photon number counting [7, 8], photon arrival times [9-11], quan-
tum phase fluctuations [12], amplified spontaneous emission [13], or even Raman scattering
[14].

Using the arrival time of photons is an attractive choice due to the simplicity of the
required hardware. The source of randomness in these generators is the light emission
process, whose weak optical signal is detected by a single-photon detector. Bits are then gen-
erated from the measured arrival times of the individual photons. Ideally, the measured raw
data samples should be independent and come from a well-defined, known distribution. How-
ever, in a real-world scenario, there are various imperfections we also have to deal with. The
finite precision of time measurement introduces unwanted correlations [15], which can be
remedied by restarting the time-tagger clock at each detection [9, 16] at the cost of more
complicated hardware. Another major factor is the dead time of photon detectors [17], further
changing the measured interval distribution.

In this work, we introduce a method to deal with the effect of non-restartable time-tagger
clocks and detector dead time simultaneously, at the cost of reduced bit generation speed.
Compared to the standard practice of reducing input rates to limit the unwanted correlations
due to these effects, our proposed method also allows generator operation in regimes with
higher input rates, thus facilitating improved output performance regarding the bit generation
rate. The paper is organized as follows: Section 2 describes the basic operation principle of
time-of-arrival generators and contains a brief analysis of the measured interval distributions
in the non-ideal cases. We introduce our method in Section 3 and evaluate its performance
in Section 4. Measurement data presented in Section 5 supports the validity of our method.

Finally, Section 6 concludes the paper.
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2 Principle of QRNG operation

A whole family of QRNGs operates based on the following concept: a single-photon detector
(SPD) detects photons emitted by a suitably attenuated continuous-wave (CW) laser, and a
time-tagger card (time-to-digital converter, TDC) assigns time stamps to detections based on
its continuously running internal clock signal. We assume the photons to arrive according to
a homogeneous Poisson point process (PPP) with rate A, valid for coherent light sources [18].
We refer to A as the input photon rate of our detection system; it is proportional to the optical
power and its value already includes the losses from the ng < 100% detection efficiency of
the SPD. Let S; denote the ith photon arrival time, and 7; = S; — S;_; the exponentially dis-
tributed time elapsed between S; and S;_|, where S is the starting time of the measurement.
These times are physically measured by counting the clock signal’s leading edges between S;
and S;_, yielding integer values. These integers are the discretized time differences (DTDs),
discrete random variables denoted by D;. DTDs undergo well-defined mathematical opera-
tions based on the applied random bit generation scheme (e.g., [9]), outputting random bits,
which form uniformly distributed, uncorrelated sequences in the ideal case. Such generators
are commonly referred to as time-of-arrival (ToA) QRNGs. Our method offers a tool for cor-
relation avoidance of the DTDs that can be used with all such devices; independent of the
concrete bit generation algorithm.

Let us denote the time-tagger’s resolution—the clock signal’s period—by t. There is a
non-zero v; time between S; and the previous leading clock edge, that is, v, = S; — [ S;/1]7,
where |- | denotes the floor function, representing the greatest integer less than or equal to its
argument. Consequently, ¥; € [0,7). We call the random variable 7; the phase of the ith photon
detection.

It has been previously known that non-zero phases introduce correlations between the
DTDs and, correspondingly, between the random bits generated [9]. In our previous work
[15], we have derived a detailed stochastic model of a particular ToA bit generation method,
quantitatively analyzing the effects of these phases. We have shown that by increasing the
product of the input photon rate of the SPD and the timing resolution (A7), the correlation
coefficients between bits deviate from zero, while the bit-pair and other bit-tuple probabilities
deviate from the uniform values. On the other hand, keeping AT close to zero severely limits

the achievable bit generation rates.
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2.1 Distribution and correlation of the observed variables

Bit generation schemes are based on the D; DTDs since they are the physical observables mea-
sured in the setup. According to Ref. [15], focusing only on the first arrival, we can write the

following for the distribution of these variables and the corresponding phases, for x,y € [0,7):

Fn<x7y) éPr(l)l =nY <Yy | Yo :x)
Pr(x+T; <y) ifn=0,

Pr(nt<x+T <nt+y) ifn >0, (1)

X{y>x} (1 — e’x(y”‘)) if n=0,

eM (l — 6’7‘}') e M ifn>0,

and
“Ay—%) ifn=
d X{ >x}7ue ifn=20,
falx,y) £ d*Pf(Dl =nn<y|Y=x)= g (2)

Y Ae MOoHnT—) ifn>0,
where y4 is the indicator of the set A.! We note that if yp = O then F,(0,7) =
Pr(Di=n|v%=0)= (l — e’“) e ™" results in a geometric distribution [16], retaining the
memoryless property of the underlying exponential distribution. This means that successive
DTDs, D; and D, |, would be uncorrelated after eliminating the effects of non-zero phases.

The conditional and unconditional joint distributions of successive DTDs Dy, ..., Dy, i.e.,
PI‘(Dl =ny,...,Dy =ny ‘ Yo :x) and PI‘(Dl =ny,...,Dy :I’lN),

can also be calculated based on (2). The joint distributions indicate that the Dy, ..., Dy vari-
ables are correlated [15]. Thus, using the Dq,...,Dy sequence for random bit generation
might result in correlated bit sequences.

In Ref. [15], we only focused on the correlations between the random bits generated from
the physical process but skipped the numerical analysis of correlations between DTDs. To
derive the correlation between successive samples, D; and D;,;—which is equivalent to the
lag-1 autocorrelation coefficient in DTD sequences—, we refer back to our previous work,
where we have shown that if the first phase of the process, Yy, is uniformly distributed between

0 and 7, then every other ; has a uniform marginal distribution (Ref. [15], Theorem 1).

"Here we have used the fact that the 7; times elapsed between events of the PPP are exponentially distributed, with a cumulative
distribution function Fr (1) = Pr(T < 1) = X0y (1 — e M),
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Without loss of generality, seti = 1 and i+ 1 = 2 and compute the correlation pp, p, based

o E(D1D;) —E(Dy)E(D,)

V(E(D}) ~E(D1)2) (B (D3) ~E(D,)?)

3)

Pp,.p, =

According to (2), for n; > 0 and n, > 0, we have

T T
Pr(Dy =ny,D; =ny | Yo = xo) =/ Jnn (x2,x1) - fu, (x1,X0) dxydoxa

XZ:O X1:0

_ T T }\‘e,;h(xﬁnzq;fxl)xe—X(MJran*XO)dxldxz (4)

x=0Jx;=0

= xﬁc (1 _ e*}\/f) e*}\.<n1‘5+n217x0).

Furthermore, using the uniform distribution of 7y, the expectation of the product D;D,

becomes
1
E(D\D,) = / SE(DyDs | Yo = x)dx

e M (5)
_/ IZIIZl]PI'Dz—lDl—]|'YO—x) m

The DTDs’ expected values E(D;) = E(D,) and second moments E (D?) = E (D3) can be
calculated using Ref. [15, Eq. (12)], yielding

> (1- e’“ o0 VR
E(D]) == ]E(D2) = n;l n- Pr(D1 = n) A’Tef},‘: ; N — E (6)
and
%) e e e (ke
E (D7) = Z n*-Pr(D = Z = (=) (7

Finally, the correlation between D; and D,, purely a function of the product Az, is
o )
(1er)’ 0  (M)le—(1—e™)

PO T ) T T a(l—e By — (1—e b
M(l—e*“) (M)

®)

The correlation tends to zero as (At) — 0 or (AT) — oo, its value is negative in between
(see Fig. 1). It is monotonically decreasing until obtaining its minimum of -0.2233 around

AT = 3.5749. Thus, increasing AT from zero increases the magnitude of correlations between
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successive DTDs,? and the resulting sequence of random variables will always contain sys-
tematic correlations. Although the standard practice of reducing the optical power (limiting
A7) is a valid approach to decrease correlations, it also severely limits the capabilities of the
QRNGs. For example, only allowing |pp, p,| < 10~* means that At has an upper bound of
0.0346, which can limit certain architectures in terms of bit generation rates [19, Sec. 3.3].
Therefore, finding a different way of eliminating correlations whilst allowing higher At values

can prove beneficial.

2.2 Dead time

An additional limitation is imposed by the inability of physical devices to observe all succes-
sive photon arrivals. Detectors usually have a dead time, an insensitive time interval of length
{ after a detected photon arrival, during which they cannot register any new arrivals. This
means that after a photon detection at S;, no photons arriving before S; + C are recognized.
Consequently, for the observed photon arrivals S; > S;_| + { holds for Vi > 0. Our model
assumes that photon arrivals during the dead time interval are undetected, and such arrivals
do not reset the dead time.

Similarly to the previous case free of dead time, we can compute the distribution of the
DTDs Dy,...,Dy as follows. Assume that { = kT + 8 is constant with k € Nand 0 < 8 < T,
meaning that Pr(D; < k) = 0. Then, for n > k, the conditional distribution is [15]

Fo(x,y) =Pr(Dy =n,y1 <y | Yo =x)
Pr(x+T1+8 <y) ifn==k,
Pr((n—k)t<x+T+d< (n—k)t+y) ifn >k,

Nfxrdey) (1 —e207379) ifn=xk, ©)

X{t<x+8<t+y} (1 — e—x()‘—x—5+r))

+ Yooy M (1—e™) ifn=k+1,

(e_x((n—k)r—x—a)) (1 _ e—?»y) ifn>k+1,

This statement is valid until the global minimum is reached at At = 3.5749; however, values of At > 1 are impractical. They
represent a domain in which, on average, more than one photon arrives within a clock period. This practically means a good-quality
SPD with high photon rate tolerance connected to a low-resolution TDC. This domain is irrelevant in the present discussion.
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and for n > k, the conditional density is

Nfrs<yphe M=) ifn=rk,
d
I (x’y) N IyFn (x,y) - X{x+8<r}7”eix(y7x*8+ﬂ F A {r<x+8<t+y} Ae MO if g = k+1,
Ae MotHn—k)T=3-) ifn>k+1.
(10)

Along the lines of the dead time free case, we compute the distribution of D and the joint

distribution of D and D, from (10), utilizing the uniform distribution of vy, as

1 T T
Pn, = Pr(D;=mn) = f/ Juy (x1,%0) dx1dxo, (11)
T Jxp=0Jx;=0

1 T T T
Py =Pr(Dy=ny,Dy =ny) = E/ 0/ . Ofn2 (x2,21) - fu, (x1,%0) dxadxydxg.  (12)
Xo= X1 = Xy =

The distributions allow us to calculate the expected values E (D —k), E ((Dl —k)2) and
E ((Dy —k) (D, — k)), along with the correlation pp, p, = Pp,—k.p,—k:

> 1+A8
E(D —K) = ¥ mipy = -, (13)
n1:1
) e o LM e (2P - 1-09)
B (01 =4%) = X nlon == ey (14)
E((D1—k) (D2—k)) =Y, m Y napu (15)
n=1 ny=1
2

E ((D1 - k)2> —E*(D) —k)

where we provided closed-form expressions for the former two and computed the latter two
numerically.

Figure 1 depicts the correlation of consecutive DTDs as a function of the photon arrival
rate for selected values of the dead time. We note that the correlation is independent of the
integer part of the dead time, k, and only its fractional part, 8, affects the values. The figure
verifies that the correlation tends to zero as the photon arrival rate decreases to zero, but for

higher photon arrival rates the correlation strongly depends on the dead time.
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Fig. 1 Correlation of consecutive DTDs as a function of the input photon rate A and fractional dead time 3, with

T=1.

Note that the presence of dead time reduces the measured rate of photon detections. When

S; > S;_1 +{, the mean time between photon observations is

E(S;—Si 1) =E(T}) = =~ +{= ——. (17)

As a consequence, the average rate at which the D; samples are obtained is

observed photon arrivals in [0, cT)

kd = lim
c—ro0 cT

1 1 A

ES—S1) E(T) 1+AL

(18)

3 Dead time overestimation

To eliminate the correlation between successive D; values, we introduce an approach called
the overestimation of dead time. The approach is based on the following observation. The

conditional distribution in (9) is such that for n > k+ 1 the conditional characteristic function

Fn(X,}’) =Pr(Dy=ny1 <y|Yo=x,D1 >k+1)
_ Pr(D; =n,y <y|Y =x)
Y2 Pr(Dr = j [y =x)
(efx((nfk)rfxfs)) (1 _ 6*70') (19)
Y (e MU—HT=x-8)) (1 —eP)
— o~ (n=(k+2))hz (1 B e_xy)
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is independent of x and 9, and satisfies

Pl‘(Dl =n,Y1 <y | Yo :x,D1 >k+ 1)
=Pr(D;=n|Y=x,Dy >k+1)-Pr(y; <y| Yo =x,D1 > k+1), (20)

—(n—(k+2))At (| _e—Mt l—e—My
e (1 e ) l,z—M

that is, D; and 7; are independent when D > k + 1. This also means that D,, which depends
on 7, will be independent of D, as long as D; > k+ 1.

Thus, the correlation of the consecutive D; values comes from the small samples; i.e.,
when D; = k or D; = k+ 1, then D; and D;, are correlated. We can exploit this property in
the overestimation algorithm to avoid unwanted correlations.

In the following sections, unless the unit of time is specified explicitly, we assume T and

{ to have arbitrary, unspecified time units, whilst A is measured in [counts]/[unit of time].

3.1 Overestimation method

Let us overestimate the dead time with an interval covering m clock cycles, where m € Z*
such that { = kt+ & < mt. We refer to m as the overestimation parameter. After a detection
event, we start an mt long safety interval from the next rising clock edge. If a photon is
detected after the dead time is over but before this safety interval has ended, we discard the
detection event from any further calculations and extend the safety interval by mT, counted
from the following rising edge.

Suppose the safety interval is eventually over because no early detection extends it fur-
ther. In this case, we continue using our bit generation method as if the previous detection
happened at the end of the safety interval. That is, we count the next time difference between
the end of the safety interval and the next detection time, then digitize it. See an example
in Fig. 2. This approach can be thought of as an algorithm taking the D = {D;,D;,...,}
DTDs as input and outputting the V = {V|,V,,..., } virtual DTDs (vDTDs). The algorithm
(described in Algorithm 1) has the added benefit of placing the starting points of measurable
intervals right to the beginning of a clock cycle, essentially realizing the ideal case of y,_; =0,

yielding geometrically distributed vDTDs.
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Fig. 2 Example of the overestimation method with overestimation parameter m and dead time { (m=3,{=2.3,1=
1). The square signal represents the measurement clock. Thick red dashed lines at Sop, S1, Sz, and S3 denote actual
photon detection times, and lighter red lines show the end of the corresponding dead times. 77, 7>, T are the intervals
responsible for the D = 2, D, = 4, D3 = 5 DTDs without overestimation. The photon detected at S; arrives before
the safety interval is over, which is therefore dropped by the overestimation algorithm. 7y, and Ty, note the resulting
virtual intervals considered in our method, responsible for Vi = 0, V, = 1 virtual DTDs, while Tg, and Tp, are the
intervals responsible for @ = 6 and @, =5, with B = {2,4} and B = {5} respectively. (For the notation B;, @, Te,,
refer to Sec. 3.2.)

Algorithm 1 Algorithm of the overestimation method
Require: m > Overestimation parameter

1: while True do

2: get D > Obtain last DTD at a new detection
3 if D > m then > Check if safety interval is over
4 V<D—(m+1) > Generate V virtual DTD
5 end if

6: end while

Let S = {So,S1,..., } be the observed photon arrival times with dead time { (that is, Vi:
Si>8i1+8and D= {D;,D,,...,} be the sequence of measured DTDs associated with S.
Let V={V},V,,..., } be the virtual DTD sequence generated by Algorithm 1 from D.
Theorem 1. The virtual DTD sequence generated by Algorithm I, V, is composed of i.i.d.

elements with geometric distribution: Pr(V, = n) = (1 —e )e ",

10
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Proof. For the distribution of DTDs D; greater than m, we can write

Pr(D; =n|Yi-1 = xi—1,D; > m)
(1 _ ef?»‘r) e~ M(n—k)t—xi1-9) et (1 _ efkt)

= Y7 et (1—e M) e MORew1-9) T o M(mt) 2L

_ (1 _ e—m) o~ Mn—(m+1))t

where 7V, is the arrival phase of S;_;. Using the V < D — (m+ 1) assignment rule in line 4

of Algorithm 1, we have

Pr(Vi=n|vi-1=xi1)
=Pr(D;=(m+1)+n|Y-1 =xi_1,D; > m) 22)
= <1 _e—k‘c) e—l(n+m+l—(m+l))‘r _ (1 _e_M) C_MT

for the distribution of the V, variable, which is independent of the phase ¥;_;. O

Note that without dead time, the choice of V <— D — 1 assignment rule in line 4 of
Algorithm 1 would be sufficient since it removes the first fractional clock period, which is
responsible for the correlation of successive samples in this case. Additionally, removing m
full-length clock periods does not affect the discrete distribution of samples [16]. Using this
scheme comes at a cost, as the time used to overestimate the dead time cannot be used for bit
generation, leading to a decreased bit generation rate.

One could reason that we could have the same effect by simply reducing the optical power
intensity (the photon rate A) to a regime where correlations and distortions in the distributions
vanish. We argue that our algorithm is a better choice than power reduction, both from a
philosophical and a numerical point of view.

First, it is true that by decreasing the optical power, the probability Pr(D; <k+1)
decreases, consequently reducing the number of DTDs causing correlations. However,
this probability is never exactly zero—unless A is set to zero, preventing bit generation.
Algorithm 1, on the other hand, removes every problematic DTD, yielding a theoretically
correlation-free sequence of virtual DTDs.

Second, reducing the input rate also reduces the available number of measurement sam-
ples for bit generation per unit time. Consequently, power reduction limits achievable output

bit generation speeds.

3The power reduction approach is disadvantageous even in terms of the achievable min-entropy rate, as the maximum of the min-
entropy per unit time often lies in a parameter regime corresponding to a higher At product than what the power reduction approach
would still allow. See Sec. 4.4 for the discussion about entropy rates.

11
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3.2 Virtual DTD generation rate

For the performance assessment of Algorithm 1, let us define the u-long subsequence of D,
B¢ = {Di,Dii1,...,Di1u—1 }, responsible for generating the ¢th vDTD, V. According to the
algorithm, P, starts with an uninterrupted run of zero or more DTDs smaller than or equal
to m, and ends with a single element greater than m (D;_; > m and D;y,_ > m, but D, < m
Vt € (i,i+u—2)). Note that the set of all such subsequences, { B }, is a partition of D, since
Vi: D; € U,Br and (D; € B AD; € By) = (Bx = By)-

The number of elapsed clock signal edges between generating Vy;_; and V; is ®; =

Z;(') D; .k, where u is the length of B, and ©, is the sum of B,’s elements.

Similar to Ay, we define Ay, the virtual count rate at which the vDTDs are generated, as

A = lim number of vDTDs V; generated in [0, cT) . 23)

Cc—o0 cT

Theorem 2. The virtual count rate A, can be expressed as

e Mmt)T-0) (ght 1)

Ay = 24
T+ 1) @4
Proof. Consider the { Zy,Z;,. ..} sequence, where fori >0
0if D; < m,
Z; = (25)
1if D; > m.

The sum Sy = YN, Z; then gives the number of vDTDs generated by Algorithm 1 from an
original N-long { Dy,...,Dy } DTD sequence. We can then write

Pr(Zi=1|Yi1 =xi-1,Di-1 =ni—1) =Pr(D; >m | Y1 = x;i-1,Di-1 =ni)
(26)

and
Pr(Z; =0 | Y1 =xi—1,Dic1 =ni—1) = 1 =Pr(Z; = 1| yim1 = xi—1,Dicy = niy).
Consequently, Z; only depends on 7;_1, in the sense that

Pr(Zi=1|Yi1=xi1)=Pr(Zi=1|V,-1 =xi-1,Di-1 =ni_1,...,Di =n1,% =xo).

12
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That is, the {Z,...,Zy } sequence is dependent on an underlying {Yo,Y1,---,Yn—1}
phase sequence. According to (9), the consecutive 7; values form a Markov chain, since
Pr(y; < x| Yi1 =xi-1) =Pr(y; <x; | Yi-1 =Xi—1,---,Y0 = Xo). The stationary phase distribu-

tion satisfies

100 = [ Feogtey)as @)

where g(x,y) can be obtained from (10) using that the conditional phase density at the first

photon arrival after the dead time is

d oo
g(x,y) = (Typr(Yl <y|w=x =Y fulxy). (28)
n=0
The solution of (27) is f(¥) = X{o<y<c} 1-
Due to the ergodicity of the y; Markov chain, as N tends to infinity, the number of samples
in the {Yo,71,---,Yv—1 } phase sequence which fall into the (x,x+ A) interval is proportional
to f(x)-A.

Using this, the ratio of DTDs longer than m can be written as

S T L
S21im N = [ ZPr(D;>m| Yy =x)dx :/ Ly emt (1 _e—m> dr
N N =0T x=0T n=m-+1
= (€M 1)2e D) (eht ) Mmt )Ty
n=m+1 A M .
(29)
The expected virtual count rate can then be calculated as
M 1\a—AM(m+1)T-0) —M(m+1)T=8) (oAt _
1 A e eM—1
Ay = kg = 1 S )
AT 1+AL T(AL+1)
where A4 is the original rate with dead time, as obtained in (18). ]

Let ® = limy_,.. ®; be the stationary number of leading clock edges between generating
consecutive V; values. Theorem 2 defines its mean as E(®) = 1/(A,t). The expected time for

generating a vDTD with Algorithm 1, Ty, can then be written as

I t(A{+1)
fv T e M(m+1)1-0) (em _ 1) :

E(T) = 1-E(O®) (31)

The vDTD sample generation rate computed according to Theorem 2 is depicted in Fig. 3.

13
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Fig. 3 Virtual count rate, Ay, as a function of the input photon rate A and dead time {, witht=1, m = 5.

2 3.3 Computation of further performance indices

22 Theorem 2 calculates the mean number of non-discarded detections. The analysis approach
23 of this section allows the computation of more detailed performance indices of Algorithm 1.
244 To compute the distribution of @ based on (9), we introduce @(z,xo) =E (z®‘ | Yo = xo),
25 the z-transform of Oy; Fy(z,x0,x1) = Yoo 7" f(x0,x1) describing the discarded arrivals; and

Fy(z,x0,x1) = Y1 2" fa(x0,X1) describing the non-discarded (accepted) arrivals. Based on

N
R
>

a7 these functions, ©(z, xp) can be obtained as

@(Z,X()) :/ Fa(Z,XO,Xl)dJCl +/ Fd(ZaXO;xl)Fa(Z7xl7x2)dx2dxl +...
X1 X1 J X2

:Z/ .../Fd(Z,X(),X])...Fd(Z,Xi_z,xi_l)Fa(Z,.X,'_l,Xi)dxi...dxl. (32)
j— X1 Xi

i

248 The cumulative distribution function (CDF) of the initial phase distribution after a non-
20 discarded photon arrival is provided in the second term of (20). Its density function (obtained

0 by a derivation according to the function parameter) is

Ae M
Sinit(x) = 1o’ (33)
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for 0 < x < 1. The distribution of ®, is obtained in z-transform domain as

A

0(z) =E(®) = / Fun(0)O(z, x)dx. (34)

We note that the mean “time” between observations, which we computed directly in the

previous section, is

E(®) = d%@(z) i

Unfortunately, the infinite number of integrals in (32) makes the numerical analysis of

@(z) computationally challenging but can be efficiently approximated using the following
Erlangization approach.
3.4 Approximation based on an Erlang clock

Following the pattern of Ref.[15, eq. (50)], we map f,(xo,x), as introduced in (10), into

matrices of size N X N:

{A}ij=Pr(Jy = j,Dy=n|Jy=1) (35)
Pr(Q=nN+j—i—L) ifaN+j>i+L,
0 otherwise,
q(1— gy =L ifnN +j > i+ L,

0 otherwise,

AT
M+

is L = | N{/t|, an integer. Furthermore, J; € {1,...,N} denotes the phase of the grid process

and the discretized version of dead time

where N is the order of the Erlang clock, ¢ =

at S;, while Q denotes the number of phase changes.

To compute the number of intervals associated with discarded and non-discarded arrivals,
we introduce Aq(z) = Y oA,z and Ay(z2) = Yo, AnZ".

The Erlang clock based approximate of @(z,xp) is obtained by considering that an

accepted photon arrival is preceded by an arbitrary number of dropped photon arrivals, thus

0() = Y AL 2)A) = (- Au(2) " Au(a), 36)
i=0
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I denoting an identity matrix of appropriate size. From this, the distribution of ® can be
obtained by inverse z-transform and its kth factorial moment as

k

d
fi=E(O@@®—1)...(0—k+1)) = d—zkvmi@(z)]l , (37
z=1

where 1 is a column vector of ones, Vi = %, and {9}; = g(1 —q)""! is the discretized
version of fiyi;, introduced in (33). E.g., the squared coefficient of variation (SCV) of ® can

be obtained from the factorial moments as

2 — E(®*)—E@) fi+fi—f?
o E(®) -

(38)

4 Numerical investigations

In this section, we validate the obtained analytical results against simulations for some

performance indices.

4.1 Simulations

We created simulation runs, each consisting of 1 million consecutively generated intervals,
with a custom-built Python program. For sample interval generation, we utilized Python’s
built-in pseudorandom “random” library* to simulate photon emission times for particular A
and T parameters. We also simulated the effect of a constant { dead time (emissions in the
dead time period are not registered as detections) and then used these intervals as the input for
a Python function implementing Algorithm 1 to generate simulated vDTD distributions and
calculate various statistics of the simulation results. We obtained every data point by taking
the mean of 20 independent simulation runs. In figures, the standard deviation of the statistic
is also denoted with a blue error bar based on the 20 samples—although this value is mostly
too small for graphical visibility.

First, we verified the validity of simulations using the lag-1 correlations in (16), as well as
the mean value of DTDs in (13). The dead time in the simulation had zero integer part (k = 0)
and a fractional part & varying between 0 and 0.9. The clock resolution was set to T = 1, and
we swept the value of A between 0 and 10. The results in Fig. 4 show excellent agreement

between theory and simulations.

4 Although pseudorandom number generators cannot provide truly random numbers, the output they produce is still suitable for ini-
tial investigations, as this output is expected to mimic the statistical properties of truly random sequences, without the indeterministic
features.
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—0.44
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—0.6
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—0.84

Fig. 4 Comparison of theoretically calculated (solid lines) and simulated results (markers) for the correlation
between successive DTDs (left) and the mean value of DTDs (right), as a function of A and selected fractional dead
times 3. The simulation uses T = 1, and the step size for A is 0.1, but only every fourth data point is shown here for

better visibility.

Theoretically obtained and simulated results also align for further performance measures,
such as the virtual count rate. Figure 5 shows two cases; the results support the validity of
the theoretical model presented in Theorem 2. Using these simulations, we also checked the
validity of results when using the approximation method based on an Erlang clock, as pre-
sented in Section 3.4. We found that this approximation already has a decent accuracy with
relative errors® in the order of 102 for N = 100 and 103 for N = 1000 Erlang phase param-
eters, while allowing for the approximation of arbitrary performance indices. An example of

simulated and approximated results for C2 can be seen in Fig. 6.

0.071 N Theoretical A, S Theoretical A,
0.06 - Simulated A, 0.081 \“-\ -~ Simulated A,
i. { \\
0.05 \ ™
| 0.061 S
0.04{ | f .
<% <z | .

0031 | 0.04+ T
0.021 | “ R"““-m..

[ 0.02 e
0.01 1 \-a_

'll‘--‘»" mmmmmm

oood LT 0.004

0.00 0.25 050 0.75 1.00 1.25 1.50 1.75 2.00
A

0.00 025 050 0.75 1.00 1.25 1.50 1.75 2.00
A

Fig. 5 Theoretically derived and simulated results for the virtual count rate A, as a function of the A input photon
rate, for different dead times ({ = 1.8,4.2, left to right) with m = 5,7 = 1. The simulation step size for A is 0.05, but

only every second data point is shown here for better visibility.

3The relative error is defined as the difference in percentage between the approximate and theoretical values when the latter is taken
to be 100%.
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Fig. 6 Simulated and approximated results for the SCV, C3, for different input photon rates A and fixed dead time
{ = 0.7. The approximation uses & = 1000 Erlang phases with T= 1, m = 5.

4.2 Performance cost

To demonstrate the performance cost of Algorithm 1, we compare the DTD and vDTD gener-
ation rates. Comparing A4 and A, indicates that for At < 1, the difference in output rates is not
substantial, but when At ~ 1, the performance cost of using Algorithm 1 becomes apparent,

as seen in Fig. 7. We can further define the A, /A4 ratio to quantify this performance loss:

7\‘\/ efl((erl)‘ch) (CM—1> 1""_7\@ (CM—1> efl((erl)‘ch)

M AL+ 1) A A

(39)

Eq. (39) indicates that the critical defining factor for performance loss is the difference mt —
(which we will call the accuracy of overestimation), corresponding to how much we over-
estimate { with mt. While mt needs to be strictly greater than { for Algorithm I to provide
uncorrelated vDTDs, it is beneficial to choose mT as close to { as possible. This effect is

illustrated in Fig. 8.

4.3 Maximally achievable virtual count rate

When generating vDTDs with Algorithm 1, increasing the A input photon rate beyond a cer-
tain point decreases the final virtual count rate as the probability of detections corresponding
to smaller D; values rises. Thus, finding the optimal input A corresponding to the maximally

achievable output A, is important.
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Fig. 7 Comparison of achievable output rates at A input photon rates for different dead times ({ = 3.7,4.7, left to
right) with (A,) and without (A4) using Algorithm 1 witht=1,m = 5.

0.0 1

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00
A

Fig. 8 The performance cost ratio Ay/Ag as a function of A input photon rate for different dead times (§ =
27,3747 and T = 1,m = 5.

at2 Using Eq. (30), we can find this maximum by solving

axv ) e—k((m+l)r—§) (eM _ 1)
9h  or T+ 1)
(eM _ 1) [z; _ (er I)T]efk((mﬂ)rfc:)

= 40
t(A{+1) 40
L (M — 1) e MEHDT0) e A(mi1)e-g) o
BT Y ye L T R

ss  for A. Unfortunately, this equation has no algebraic solution but can still be solved numer-
aie ically. Solutions for an example parameter set are compared to simulation results in
315 Flg 9.
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Fig. 9 Maximally achievable virtual count rates (A,) and the corresponding input rates (A) for different dead times

(§) with fixed m = 5 and T = 1 parameters.

The accuracy of the overestimation (mt — {) also has a critical effect on maximum
achievable rates. This reinforces the importance of choosing m7 close to .

Note that compared to the practice of reducing the A4 input rate for correlation mitigation,
the maximal A, output virtual count rates provided by our method exceed the typical power
limited A4 input rates (see e.g. the end of Sec. 2.1) as long as mt — { is chosen properly.

4.4 Entropy of the output counts
Due to Algorithm 1, the vDTDs are independent and identically geometrically distributed
with
Pr(V=v)=p,=p(1-p),veZ" 41)

probabilities where p = 1 —e~**. Consequently, the min-entropy of a vDTD is

H..(V) = min(—log, p,) = —log, (1 — e’“) (42)

v

and its (Shannon) entropy is

—(1—=p)log,(1—p)—plog, p
H(V)=-) plogp, = 1=r) 2(p ) 2

At-log,(e)-e ™ —log,(1 —e ™). (1 —e ™)
- l—e M '

(43)

The min-entropy of a random variable provides the upper bound of uniform bits that can be
extracted from the variable [20] and can never exceed its Shannon entropy, making it a more
efficient measure when assessing random number generators. The other main factor determin-

ing the achievable raw entropy generation speed is the rate at which measurement samples
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are obtained. When using Algorithm 1 this rate is the A, virtual count rate, as it determines
the speed at which Algorithm 1 generates vDTDs. The (min-)entropy rates, defined as the
(min-)entropy generated per unit time, are the products of the (min-)entropy per random vari-
able and the rate at which random variables are generated. Their values can be calculated as
h(V)=Ay-H(V) and hoo(V) = Ay - Ho(V), respectively.

4.5 Handling non-constant dead time

The dead time { may not be constant in real systems. We also consider the case when { is a
random variable to model this effect.

4.5.1 Finite support { distributions

We first show that the virtual count rate is monotonic in £, then provide limits for A, assuming
finite-support dead time distributions.

Monotonicity of ), in

Ay is monotonic in , since

87\.\, d efk((erl)‘ch) (ek‘r _ 1) }\‘CZefk((erl)Tf(;) (ek‘t _ 1)

Xk k) T 1) >0, “9

because A > 0, { > 0, and T > 0 by definition, which also makes eM > 1, therefore Eq. (44)
holds true for all valid C.

Bounded

For the case of finite-support  distributions, we can use the upper bound of the distribution to
set m adequately. In contrast, due to the monotonicity in {, we can use the lower bound of { to
calculate the worst-case performance characteristics of Algorithm 1 for the chosen m. More
precisely, given an upper bound {y; and lower bound . for {, we can substitute { = {;,m =
|Cu/t] + 1 into our previous formulae to get worst-case results in terms of the achievable A,.
Since we set our m overestimation parameter according to {y, and A, is maximal when mt —
is minimal, the constant { = {y distribution corresponds to the best case scenario, yielding a

maximal A, for the given m. Substituting these into Eq. (24), we obtain
<
e—k[({%J%—Z)'c—QL] (CM o 1) . # <A, and
AL+ 1)

el ey
U

(45)
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This way, even if we do not know the exact value or distribution of {, we can still give a lower

and upper estimate for the achievable virtual count rates.

4.5.2 Unbounded dead time distributions

For a fixed value of m, a particular sample from an arbitrary { distribution can fall into two
categories:

Ap: {<mr,

Ay £ >mr,
where A| and A, are mutually exclusive and complete. Due to the law of total probability, the

stationary distribution of the vDTDs can be written as
Pr(V=v)=Pr(V=v|{<mt) -Pr({ < mt)+Pr(V =v | {>mrt) Pr({ > mr), (46)

where the first part of the sum corresponds to A; and the second part to A,. In the case of Ay,
the corresponding distribution of V is the same as in Sec. 3.1 since { < mt, and in this case,
Pr(V =v| £ < mr) is independent of { and equal to (22). In the case of Ay, Pr(V = v | { > m1)
is no longer independent of ; therefore, V is no longer ensured to be uncorrelated and may
show unwanted correlations. However, the probability of potentially correlated samples is
Pr({ > mt), and can be adjusted by the choice of m. Larger m values result in a lower sample
generation rate, A,, but a lower probability of correlated samples, and the opposite holds for

smaller m values. The proper choice of m can set an appropriate trade-off.

5 Measurements and experimental results

We tested Algorithm 1 with the physical setup presented in detail in Ref. [19]. A green semi-
conductor laser (Thorlabs LP520-SF15) working in CW conditions is the source of photons,
with a wavelength of 519.9 nm. After passing through several tunable attenuators to set the
desired photon rate, the light is detected by a low-noise photomultiplier (PicoQuant PMA-
175 NANO), and its output pulses are time-tagged by a time-to-digital converter (PicoQuant
TimeHarp 260). Figure 10 shows the block diagram of the experimental setup.
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Fig. 10 Experimental setup used for measurements. VOA: variable optical attenuator; PMT: photomultiplier tube;

TDC: time-to-digital converter card; PC: computer. (Beam splitter functions as an additional 20 dB attenuator.)

The maximum photon rate tolerated by the photomultiplier is around 5 Mcps (million
counts per second). The highest resolution of the detection system is T = 250 ps, while the
total dead time is reported to be typically around 2 ns. According to our measurement results,
while 2 ns can be considered a lower limit for the dead time, there are cases where the system
exhibits behaviour corresponding to larger values of {. Therefore, we cannot consider { to be
constant.

At first glance, correlation coefficients predicted by e.g. (8) look negligible for the param-
eter set we use. However, our previous research showed that even seemingly low correlations
between DTDs become noticeable once the samples are used for random bit generation. Ear-
lier, we conducted measurements on the same experimental setup and increased the detection
rate to around 3.72 - 10° cps. The NIST Statistical Test Suite [21], one of the primary tools of
randomness assessment, failed the generated bit sequence on the Runs test at a significance
level of 0.01, showing that consecutive bits feature a non-zero correlation [19].

We collected measurement data of 2 - 10° observed photon arrival times with a mean
detection rate of Aq &~ 1.05 4 0.01 Mcps. Rescaling after accounting for the typical dead time
of the system according to (18) results in an input photon rate of A = 1.052 Mcps.

We also created time-binned versions of the original, unbinned measurement data to inves-
tigate possible AT statistics beyond our experimental setup’s range of operational limits. To do
so, we used data recorded with the device’s own T time resolution and created lower resolu-
tion versions of the same experiment—as if we used a longer, T = Kj, - T clock period, where
K, is a positive integer. The binning method is presented in Algorithm 2.

We obtained additional binned datasets corresponding to Ky, = 2, 5, 10, 100, 1000. We
applied Algorithm 1 to the unbinned and binned raw datasets. We refer to the output of

Algorithm 1 as overestimated data.
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Algorithm 2 Binning algorithm

Require: D > Original DTD samples
Require: K > Integer
1. D' =] > Array of binned DTDs
2. ¢1:=0 > Carry

3. for i =1 to length(D) do

4 get D; = D[]

s D] = (D +c)/Ky)

6: ¢it1 =Di+¢; (mod Ky)

7. end for

For the unbinned data (K}, = 1), we set m = 1000 as a safe overestimation parameter,6 and
m’ =500, 200, 100, 10, 1 for the binned data with K, =2, 5, 10, 100, 1000, respectively,
following the rule m’ = 1000/ K.’

We evaluated the raw and overestimated (both unbinned and binned) datasets in the

following ways:

1. By calculating the autocorrelation of (v)DTD sequences.

2. By counting single (v)DTD occurrences. As the distribution of values (the histogram) is
expected to be geometrically distributed, we fit it to the expected form. We then calculated
the goodness of fit and checked the fitting parameters.

3. By counting the relative frequencies of consecutive (v)DTDs’ value pairs. Measured pair
statistics are compared to the expected value of the ideal, independent case—calculated as

the product of relative frequencies of single (v)DTDs—via hypothesis testing.

The results of the evaluation methods are detailed below.

5.1 Autocorrelation of (v)DTD sequences

First, we calculated the autocorrelation coefficients of every dataset, denoted as a; and a$
for raw and overestimated data, respectively. The unbinned raw dataset shows correlation

coefficients in the order of 10~>. The half-width of the 95% confidence interval for zero

SExamining the measurement data, we conclude that { < 1000t with high enough certainty that this choice of m can be considered
safe, faithfully overestimating the dead time.
"The binning algorithm rescales the necessary overestimation parameter by 1/Kj, as the dead time of the underlying process is

unchanged. If { < m, then { < (m/Ky) - (Kp - T) holds trivially. The choice of m’ = m/K,, yields a comparable dataset to the unbinned
set overestimated by m; using the original overestimation parameter for the binned sequence would result in a greatly reduced A, .
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for 2-10° samples, where Erf~!(-) is the inverse error function. Obtaining such small cor-

relation coefficients is expected even without overestimation when AT < I—recall that
correlations become noticeable as the product increases. Table 1 lists the lag-1 coefficients
of raw and overestimated datasets. The only coefficient exceeding 10~* in absolute value
is the lag-1 coefficient for the dataset with the largest A7, using K;, = 1000, which shows a
significant and sudden increase, leaping above 10~ in magnitude.

After overestimation, lag-1 coefficients remained in the order of 1073, within the 95%
confidence interval for zero correlation—even without considering the slight growth of the
confidence interval due to the reduced number of samples in the overestimated datasets.®
All of the overestimated sequences show lower magnitude autocorrelation coefficients than
their unprocessed counterparts. The difference is most notable for the sequence with binning
parameter 1000, which was originally heavily correlated. When overestimated, the sequence
performs significantly better. Note that sequences have similar values after being passed
through the algorithm—this is expected since all of them are discretized from the same real-
ization of the underlying PPP, and all use the same overestimation parameter after adjusting

for dead time, m’ - Ky,.

Table 1 Lag-1 autocorrelation coefficients of raw (a;) and
overestimated (af) datasets. Overestimation successfully
reduced the absolute values of correlation coefficients for all
data.

Ky ) m' AT ai ay

1/1000 2.630-107* 4.324.107°  —7.811-107°
2/500 5.261-107* 4.322-107° —8.175-107°
57200 1.315-1073 4311-107° -7.692-107°
10/100  2.630-1073 4.273.107°  —1.109-107°
100/10  2.630-1072 | —1.474-107° —1.233-107°
1000/1 2.630-107' | —5.737-107* —1.987-107°

8E.g., for the shortest dataset (Ky, = 1000,m' = 1) with 1.37 - 10° samples, the magnitude of the 95% confidence interval increases

to v2-Erf ' (0.95)/V1.37-10° = 1.96/v/1.37-10° = 5.29- 1075,
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5.2 Frequencies of (v)DTD values

Histograms show an even more noticeable contrast between the raw and overestimated cases.
We fit the function y =A-e 4"+ C to the histogram data using the least squares method.’
Ideally, fitting would yield A = At" and C = O—note that this is a discretized version of the
exponential probability density function fr () = X =01 A- e ™ .10 The histograms and results
of the fitting are shown in Fig. 11. Histograms show deviations from a geometric distribution
for the raw datasets, noticeable even by visual inspection, while overestimated datasets do
not. The fitting error statistics of overestimated datasets are at least 3 orders of magnitude
better compared to their raw counterparts, both in the case of mean square errors (MSEs) and
coefficient of determination parameters (R?; perfect fit is R?> = 1). The resulting A parameters
for the overestimated data are also in agreement with the expected At values,!' although
slightly larger. This is most probably because the expected AT’ values were calculated with the
spreadsheet dead time value of 2 ns, but in reality, the actual dead-time-like imperfections of
the measurement setup caused a bigger reduction of the effective rate than what the constant

€ = 2 ns correction accounted for. The fitting results are summarised in Tables 2 and 3.

Table 2 A parameters of curve fitting before and after

overestimation
Data Raw A Overestimated A Expected (A7)
K, =1 2.578-107* 2.638-107* 2.630-10~*
K,=2 5.154-10~* 5.276-10~* 5.261-10~*
K, =5 1.285-1073 1.319-1073 1.315-1073
K, =10 2.553-1073 2.636-1073 2.630-1073
Ky, =10% | 2.440-1072 2.609-1072 2.630-1072
Ky =10 | 1.751-107" 2.396-107! 2.630-107!

9We utilized the Scipy python library’s “curve_fit” method with initial guiding guesses determined by the expected At parameter,
and 10° maximum evaluations.

10As shown in Eq. (41) and Ref. [16], sampling exponentially distributed time intervals with parameter A—using a restartable
clock with resolution T and no dead time—yields geometrically distributed samples. Thus, an equivalent exponential fit is also a
valid substitute for this geometric fit. The additional C parameter is introduced because we only considered data in the histograms

corresponding to the first part of the distribution that fits into the predetermined amount of histogram bins.
"For the K;, = 100 and K, = 1000 cases, bigger deviation of the fit parameters are expected due to smaller sample sizes (since the

number of histogram bins was also scaled with K}, for comparability of results) and higher impact of the C fitting parameter.
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Table 3 MSE and 1 — R? values of curve fitting before and after

overestimation

Raw Overestimated
Data

MSE 1—-R? MSE 1—R?

Ko=1 [5445.107" 1.242.102 9.242-10" 2.053-10°°
Ky=2 (227810710 1.299.1072 2.447-10" 1.359.107°
Ky=5 |1.780-107° 1.624-1072 1.111-10"'2 9.866-107°
Ky =10 | 1.164-10"% 2.658-1072 3.814-107'2 8.472.10°°
Ky, =10%|2.861-107° 6.683-107% 6.545-107'0 1.457-107°

Ky, =10%|9.155-107* 2.959-10"! 2.508-10=° 5.848-1077

5.3 Frequencies of successive (v)DTD pair values

If the individual (v)DTDs are independent, then the joint probabilities satisfy

PI'(Di = kyDi+l :E) :PI'(Di :k) 'PI'(DH_] = 6) and

@7
Pr(V;=k,Viy1 =€) =Pr(V;=k)-Pr(Viy = 0).

We can use this for hypothesis testing, where our null hypothesis is that the tested data is
from an ideal binomial trial with a probability given by (47), and gather evidence trying to
refute this.!> We applied binomial statistical tests on each of the {D; =k, D;;| = £} and {V; =
k,Viy1 = L} pair statistics for k,£ € {0,1,...,19}, yielding a p-value for each of the 400 pairs
to investigate possible deviations from the expected distribution in the case of consecutive
detections.

We set the target of the comprehensive significance level per dataset to 0.01. Since we
are looking only at the most extreme p-values, we used the Bonferroni correction (due to
the multiple comparisons problem) [22] to get individual significance levels of 2.5- 107> that
we then compare to each of the 400 p-values. If any p-value is lower than the individual
significance level, then the whole dataset fails at the comprehensive significance level.

The results of the statistical tests show a clear contrast between the raw and the over-
estimated data in favour of the latter. The raw data scored minimum p-values of 1.6- 107>
without binning (Kp = 1), and 5.9-1077, 3.4-107'3, 9.2. 1073, 0 and 0 for binned sets
(Ky =2, 5, 10, 100, 1000, respectively), which are orders of magnitude under the individual

12Successful rejection of the null hypothesis constitutes a test failure.
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Fig. 11 Histograms and the results of curve fitting for measurement data before and after overestimation. Due to the
effect of dead time, we shifted the histogram left before fitting, not including the originally empty bins for smaller
D; values. We denote these shifted values by D;. Figures on the left correspond to the original measurement data
(unbinned), while figures on the right correspond to a binned case with Ki, = 100. The top row shows histograms of
the unprocessed data, while the bottom row shows the resulting histograms after using Algorithm 1. The orange lines

indicate the results of the attempted curve fitting.

significance level and, therefore, fail the test. The minima of p-values obtained for overesti-
mated datasets range from 6 - 10~* (Kp, = 10) to 0.01 (K, = 1000), which, unlike results from

the raw data, are all above the individual significance level, passing the test.

5.4 Further measurement results

The statistical tests signified that the overestimation algorithm can transform distorted distri-
butions into distributions very close to exponential/geometric. Newly measured datasets with
detected photon rates of ~400, ~600, and ~800 kcps were also evaluated with the previously

presented methodology, yielding similar results, emphasizing the gains.
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To stress the potentially disadvantageous effect of correlations in measured DTDs, we also
utilized the simple bit generation algorithm presented in Ref. [9] and tested the resulting bit
sequences with the NIST STS statistical test suite [21]. The sequences with higher At values
had failing results for some of the test cases, while bit sequences created from the vDTDs
passed all the test cases.

We also calculated the experimental ratio of measured input count rates to the virtual
count rates achieved by Algorithm 1. We note that we only have measurement data available
corresponding to low values (~ 10~*) of At, but the experimental results all stay within the
bounds given by (45), using {;. = 10t and {y = 999t. The experimental output/input rates of
Algorithm 1 range from 0.774 (for ~ 1 Mcps input rate) to 0.906 (for ~ 400 kcps input rate),
which is a tolerable performance loss for eliminating the correlations within the generated
DTD series.

6 Conclusion

We have introduced an algorithm to eliminate the dependencies between bits from single-
photon detecting QRNG schemes. Compared to reducing the input optical power to limit
operation into a regime with low correlations, our approach also allows generator operation
in parameter regimes with higher input rates, potentially facilitating improved bit generation
rates. The proposed procedure constructs a purely geometric distribution obtained from the
discretized measurements of the underlying arrival process by overestimating the insensitive
period after registered photon detections. The algorithm avoids correlations between succes-
sive time samples by discarding a period used for overestimation, which contains a random
component depending on the arrival of photons with respect to the underlying time resolution
grid. This virtually realizes the ideal case of no dead time and zero starting phase, yield-
ing geometrically distributed virtual discretized time differences (similarly to a restartable
measurement clock without dead time), preserving the memoryless property of the exponen-
tially distributed physical process. Dead time overestimation features a slight compromise by
reducing the output rate of detections used for bit generation.

The validity of our analytic results regarding the algorithm’s theoretical soundness and
performance metrics is supported by both computer simulations and measurements conducted
on an experimental setup. The algorithm has low complexity, making it convenient to imple-
ment in random number generators where it is desirable to work with uncorrelated time
samples before bit assignment or to harness randomness from an exponential/geometric dis-

tribution. Although we evaluated our algorithm’s performance on collected datasets, its low
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complexity also makes it easy to implement in continuous operation modes. Depending on
the focal points of the actual QRNG scheme, the benefits of dead time overestimation can

largely exceed the disadvantages of a decreased effective count rate.

List of abbreviations

* CDF - cumulative distribution function

* cps — count(s) per second

* CW - continuous-wave

* DTD - discretized time difference

* MSE — mean square error

* NIST — National Institute of Standards and Technology
* PC - personal computer

* PMT - photomultiplier tube

* PPP - Poisson point process

* SCV - squared coefficient of variation

* SPD - single-photon detector

* TDC - time-to-digital converter

* ToA - time-of-arrival

* QRNG - quantum random number generator/generation
* vDTD - virtual discretized time difference

* VOA - variable optical attenuator
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