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Motivation: Ukraine
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Problem statement: outsourcing security
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Client

Enterprise

Third-party service provider 
(cloud)

Destination

User traffic

VNF policies 
and code

VNF state

Can we provide security for outsourced VNFs
• in terms of enterprise traffic, VNF state, VNF 

code & input policies
• with performance comparable to traditional 

dedicated hardware NFs?
G. Biczók: Secure outsourcing of NFs @Felhő2023



Existing solutions & limitations
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§ Standard encryption: NF cannot operate
§ Fancy crypto approaches: limited operations w/ low performance
§ Trusted Execution Environment based approaches?
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Trusted Execution Environment (Intel SGX)
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§ A set of security-related instruction 
codes built into modern Intel CPUs* Application

Operating system

Untrusted part Trusted part

SGX enclave

Trusted 
code Trusted data

Remote attestation protocol
👍

o Establish a secure channel 
between the right parties

o Allows user-level to create protected 
memory region: enclave
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Example: protect user traffic from Cloud
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RAP
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Example: protect user traffic from Cloud
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✅
🔐
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Example: protect user traffic from Cloud
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IPSec keys

Bounce architecture
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Example: protect user traffic from Cloud
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🔐

🔐 TLS key

TLS channel
TLS channel
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Example: protect user traffic from Cloud

IPSec key

Bounce architecture
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§ SGX limitations!
o Enclave memory size is 

limited
o Transition between 

enclave and non-
enclave region is costly 
-> performance!

§ 3 libs for different NFs
– Simple stateful
– Complex stateful
– Stateless

SafeLib: high-level architecture
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SafeLib: detailed architecture (lib2, complex stateful)
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SafeLib: performance (LTE-EPC, MME outsourced)
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Performance penalty is small(ish) Performance scales linearly w/  #CPU cores

Key: choose appropriate libx for your VNF
G. Biczók: Secure outsourcing of NFs @Felhő2023



§ Comprehensive* protection for 
outsorced NFs

§ Support for simple/complex and 
stateful/stateless NFs

§ Minimal performance penalty vs. 
vanilla libVNF

§ Good scaling properties for multi-
core

§ Good usability for NF developers

SafeLib: summary
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Papers…
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… and code!
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“We believe in rough consensus and running code”
https://github.com/eniomarku/SafeLib-TNSM 
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