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Motivation: Ukraine

This report offers five conclusions that come from the

& Microsoft

war'’s first four months:

Defending Ukraine:
Early Lessons from the Cyber War

networks. But Ukraine’'s government has successfully
sustained its civil and military operations by acting quickly

td@rse Its digiteﬁnfrastructureﬁto the public cloud,
where it has been hosted indata centers acros pe.
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Problem statement: outsourcing security

VNF policies VNF state \ v
and code // OLX e Third-party service provider

(cloud)
{ ‘/ 7’|Usertraffic

D Can we provide security for outsourced VNFs

clienf——{* in terms of enterprise traffic, VNF state, VNF
code & input policies
e with performance comparable to traditional

dedicated hardware NFs?
Enterprise
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Existing solutions & limitations

Protection

Supported Functionality

System

Header | Payload | Code | Policies | State

Stateful VNF | Stateless VNF

Supported
Operation

SafeBricks [7]

generic operation

LightBox [11]

generic operation

BlindBox [4] X v X v X X v regular expression
Crypto SplitBox  [5] v v X v X X v range matching
Embark [3] v v X v X X v range matching
S-NFV [8] X X X X v v X generic operation
Trusted Click [6] X v X v X X v generic operation
Trusted ShieldBox [10] v v X v X X v generic operation
Hardware SGX-Box [9] X v X v v v X generic operation
v v v v * * v
v v X v v v *
v v v v v v v

Safelib [12]

generic operation

Standard encryption: NF cannot operate

Fancy crypto approaches: limited operations w/ low performance

Trusted Execution Environment based approaches?
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Trusted Execution Environment (Intel SGX)

= A set of security-related instruction @
codes built into modern Intel CPUs*

Application |

o Allows user-level to create protected
memory region: enclave

SGX enclave

€
E o attestatio" ¥
ReMO

&

——

o Establish a secure channel Operating system v
between the right parties

Untrusted part Trusted part
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Example: protect user traffic from Cloud

Enclave Cloud
NES

—_—

—_—

—_—

[ e |

GW
Source
Provider Destination

Untrusted domain SafelLib SafelLib-Trusted
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Example: protect user traffic from Cloud

Enclave Cloud
y4ll NFs
<
—_—
—_—
[ e |
GW
Source
Provider Destination
Untrusted domain SafelLib SafelLib-Trusted

G. Biczok: Secure outsourcing of NFs @Felh$2023 HER



Example: protect user traffic from Cloud

N Cloud
3' Enclave
yall NFs

/

c—
c— d
—
GW
Source
Provider Destination
Untrusted domain SafeLib SafeLib-Trusted
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Example: protect user traffic from Cloud

Bounce architecture

Source

Untrusted domain

Tk

=

Enclave Cloud

/
R
/
/
e
o ®
W

GW

Provider

SafelLib

Destination

SafeLib-Trusted % IPSec keys
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Example: protect user traffic from Cloud

Bounce architecture

Source

Untrusted domain

ik

£

TLS channe!

GW

Provider

SafelLib

=

Enclave Cloud

Destination

SafeLib-Trusted % IPSeckey ‘g TLS key
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Safelib: high-level architecture

= SGX limitations!

o Enclave memory size is
limited

o Transition between
enclave and non-
enclave region is costly
-> performance!

= 3 libs for different NFs
— Simple stateful
— Complex stateful
— Stateless

Enclave region

Mechanism to overcome
context switch limitation

Kernel bypass .............................................
mechanisms
Non-enclave
RxX NI Tx region
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Safelib: detailed architecture (lib2, complex stateful)

§ VNF processing logic A
=
S | |mTCP trusted libVNF code base (customized )
= code with IPSec endpoint) SafeLib Trusted (Enclave)
>
2,: |Graphene Libos| | RA- TLS I | Secret Prov lib | !
3

Enclave platform adaption layer (pal-sgx) t

mTCP untrusted code .
SafelLib Untrusted (Non-enclave)
DPDK
Intel SGX driver Graphene SGX driver
NIC
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Safelib: performance (LTE-EPC, MME outsourced)

LTE EPC running for 600 seconds

LTE EPC running for 600 seconds
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low average high 1 2 4
Load Number of cores
Performance penalty is small(ish) Performance scales linearly w/ #CPU cores

Key: choose appropriate libx for your VNF
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SafelLib: summary

= Comprehensive* protection for Scope Security Properties
outsorced NFs VNF execution Integrity

VNF state (flow stream) | Integrity and confidentiality

=  Support for simple/complex and

VNF policies Integrity and confidentiality
Statefu l/ Stateless NFs VNF code Integrity, confidentiality (at some level)
= Minimal pe rformance pena |ty VS. User traffic Integrity and confidentiality
vanilla libVNF
= Good scaling properties for multi-
core

= Good usability for NF developers
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... and code!

“We believe in rough consensus and running code”

https://github.com/eniomarku/SafeLib-TNSM
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